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MEDICAL MANAGEMENT, LLC
The Physiclan Practice Management Company ®

STEP-BY-STEP GUIDE TO THE SECURITY RULE

Health Insurance Portability and Accountability Act (HIPAA) Manual: A How to Guide the
Medical Practice. The guide is to be used for informational purposes only and as an aid to help
clients understand and conduct their own risk analysis of their practice.

In order to ensure compliance with the Security Rule, this list of tasks should be completed.
The step-by-step instructions for each of these tasks are included in this manual. Check off
each task as it is completed to make sure that each task is completed. It is not necessary to
complete these tasks in the order that they are listed. You may find it helpful to do certain
tasks before the others.

Note: Per CMS the tasks below need to be completed within the Attestation year.

Date Completed

Read the Overview of the Security Rule

Appoint a Security Official/Prepare & Implement Job Responsibilities

Perform Risk Analysis

Determine if Computer System is Capable of Providing Electronic Audit
Trails/Implement Audit Control Policies and Procedures

Develop Workforce Clearance Procedures and Mans of Implementing
Clearance Requirements of Employees who Access EPHI

Design and Implement User Identification and Authentication Policies and
Procedures for Electronic Information Systems

Implement Automatic Log-off Processes

Implement Transmission Security/Encryption Technology

Install Protection from Malicious Software;Report Security Incidents




Implement Firewall Technology
Review and Implement Computer Backup Policies and Procedures
Develop Security Incident/Breach Policies and Procedures

Develop a List of Business Associate and Implement Business Assoc
Agreements

Create CoOmpuer Workstation Use Policies and Procedures

Document and Train All Physicians and Staff on the Security Policies and
Procedures

Obtain Signed Workforce Confidentiality Agreements from Physicians and
Staff

Monitor Compliance with the Security Rule
Evaluate All Policies and Procedures Periodically
Create Workforce Termination Procedures

Implement Sanction Policy



Security Rule

The main purpose of the Security Rule as stated by the Department of Health and Human Services is to create national
standards to protect the confidentiality, integrity, and availability of electronic protected health information.

Prior to the Security Rule, patients had no nationally standardized legal protection for the electronic security of their medical
records. With continued advances in electronic technology, including expanded use of the internet as a business tool, there is
growing concern among the general public regarding the confidentiality of their health information. The Security Rule
requires security protection for patients’ electronic protected health information.

What is Electronic Protected Health Information?
Electronic Protected Health Information (EPHI), is PHI that is:
1, transmitted by electronic media, or
2. maintained in electronic media,

The Security Rule encompasses all data that is created in an electronic format with regard to protected health information
(PHI) as addressed by the Privacy Rule. So, it is important to consider how the two standards work hand in hand.

Example of the Privacy and Security Rule Working Together

Creating a document to be faxed:

1. A document is created in the practice’s computer system.

2. The Security Rule addresses and protects that document as long as it is maintained within the
computer system.

3. If the practice's computer system has fax capabilities, the Security Rule addresses and protects
that document as it is transmitted.

4. For the document that is printed in order to be transmitted via fax machine, the Privacy Rule
then addresses and protects the document.

Note!!

Telephone voice response and “faxback” systems (requests from a computer made via voice or telephone keypad input with the
request information returned as a fax) are covered under the Security Rule. Paper-to-paper faxes, person-to-person telephone
calls, video conferencing, or messages left on voicemail are not covered by the Security Rule.

What Does “Access” Mean?
Access means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use
any system resource that creates, maintains, or transmits EPHI

Business Associates

Many physician practices require assistance from outside entities to accomplish some or all of their business activities and
functions, i.e. billing and collections, marketing and technology services. Many of these types of entities may be identified
under the Security Rule as “Business Associates.”

A Business Associate is a person or entity that is not a member of your practice’s workforce who creates, receives, maintains,
or transmits electronic protected health information to carry out certain functions or activities on behalf of the practice.

What is a Secure Electronic Environment?

The Security Rule establishes requirements regarding the medical practice’s creation, receipt, storage, maintenance, and
transmission of EPHI in a secure electronic environment. It applies not only to the transactions adopted under HIPAA, but also
to ALL EPHI that is maintained or transmitted by a covered entity. As noted above, the Security Rule does not apply to PHI that
is transmitted in certain forms, including paper via facsimile, or via voice by telephone. A Secure Electronic Environment is
an environment that has administrative procedures, physical safeguards, and technical security services and mechanisms in
place.



Security Rule Implementation

Medical practices are not required to implement the Security Rule in any particular order and can therefore do so in a manner
that best suits the individual practice. However, because many of the components of the rule are codependent, we strongly
suggest that you implement the Rule's requirements in the order that they are presented in this document,

A medical practice is encouraged to speak with each computer vendor that it uses to verify that vendor's ability to
provide a software or hardware solution that adequately addresses the practice’s compliance obligations under the
Security Rule. The Practice should also remember that the Security Rule impacts more than just the practice’s
technology solutions. Traditional physical attributes of the practice are also covered by the Rule (e.g, the practice’s
building, office locks, premises safety, etc.).

The Practice’s General Obligations Under the Security Rule

Under the Security Rule, a covered entity must:
. Ensure the confidentiality of all EPHI that it creates, receives, maintains, or transmits.
. Protect against any reasonably anticipated threats or hazards to the security or integrity of such information.
. Protect against any reasonably anticipated uses or disclosures of such information that are not permitted or
required under the Privacy Rule.
. Ensure compliance with the Security Rule by members of its workforce.

In deciding what specific security measures to use in order to comply with the Security Rule, each practice must consider the
following:

1. The size, complexity, and capabilities of the practice.

2. The practice’s technical infrastructure, hardware, and software security capabilities.

3. The cost of security measures.

4. The probability and criticality of potential risks to EPHI.

As the practice evolves, it must document and keep current the security measures. In addition, practices are required to
maintain their documentation for six years.

Importantly. the implementation specifications set forth in the Rule are either REQUIRED (there are 20 of these) or
ADDRESSABLE by the practice, Although practices are required to document their decisions for each Implementation
Specification, the addressable specifications grant practices some flexibility.

Implementation specifications that are noted as required must be implemented by the practice. Implementation
specifications that are noted as addressable must be satisfied by the following process:

First, decide if the addressable specification is reasonable and appropriate to implement in your practice. Is it likely to
contribute protection to the practice’s EPHI?

Second, if the specification is reasonable and appropriate, as it is written, then you must implement the specification.
If the specification is not reasonable and appropriate for your practice as itis written, you must:
. Document why the specification is not reasonable and appropriate as it is written and implementa
reasonable and appropriate equivalent alternative or
. Document why the specification does not apply to your practice and how the security standard is
otherwise being met,

Notel!

What is reasonable and appropriate for a small practice may not apply to a larger practice. For example in a solo
practice, the use of passwords is reasonable and appropriate while using biometric identifiers, such as fingerprints, is
not.



Perform a Risk Analysis

The practice is required to conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the
confidentiality, integrity, and availability of EPHI that it holds. The risk analysis must consider all relevant losses that would be
expected if the risk measures were not in place. “Relevant losses” would include losses caused by unauthorized uses and loss
of data integrity that would be expected to occur absent security measures implemented by the practice.

The Security Official for the practice should use the attached example of a Risk Analysis as a guide to auditing the practice and
preparing it for compliance with the Rule. The Risk Analysis allows you to clearly identify and document your decisions
regarding the 22 addressable specifications. The Risk Analysis should be reviewed periodically and updated if necessary.

Instructions:
» Fill in your Practice Name on the attachment.
e  Photocopy all pages for each practice location.
¢ Follow the checklist.
e Answer the questions to identify your current operational procedures. Note: many functions and operations are
repeated to make certain that you don't miss any areas of operation.

Note!!

- If multiple locations are operated by your practice, this audit must be conducted at each location. ,

- It may be necessary to seek input from IT support vendors to determine compliance with certain security requirements.
. The Risk Analysis checklist allows your practice to document your decisions for both required and addressable
specifications. '

. Place this audit tool in a permanent HIPAA Security Rule folder or binder to serve as part of your practice’s overall
Compliance Plan.

The attached workbook is to be used to satisfy the required risk assessments of the practice. Practices should keep
a master copy of the workbook for future assessments. The HIPAA Security Rule requires practices to conduct an
initial risk analysis to identify the potential vulnerabilities to the confidentiality, integrity, and availability of
EPHI. Thereafter, practices are required to reassess in response to any environmental or operational changes
related to the protection of their EPHL

Column one (1) provides reference to the standards and implementation specifications within the Rule.

Column two (2), Guidelines for Compliance and Reviewable Procedures, provides questions for the practice to
answer in order to help them assess and reassess risk. Practices should document their answers in this column
(e.g., yes or no).

Column three (3) summarizes the Step(s) to follow in order to implement each standard.

Column four (4), Actions Taken, provides the practice a place to document the actions that they took, based upon
the questions from Column two (2), in order to implement the standards, either required or addressable.
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