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POLICY  

The policy is a requirement of HIPAA and Meaningful Use 

 
 To routinely review your staff’s activity on the Optum system. 

 

Purpose 
 To identify any suspicious activity that could be construed as a breech 

of patient information 

 

Action 
 If suspicious activity is identified you are to report this to your 

immediate Supervisor and Risk Manager at Argus Medical 
Management 
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Guidelines on What to Audit 

For offices with less than 5 staff: 
 

1. Select 2 staff members each week (rotate names every other week). 
2. Go to Administration- Security Logs- Operator Activity Log 
3. When window opens,  select “show one day” and enter the date 

which you will select randomly. 
4. Select the operator from the drop down selection 
5. Final step- select GO 

 
For offices  that have more than 5 staff:  
 
• Select 3-5 operators to audit.   
• If office staff exceeds 20 you should create the file weekly. Follow 

steps 1-5 to create the files. 
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How to Download Operator Audit 
Extract Logs 

Required for SRA Portion of Meaningful Use 
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Running the Logs 
 

1. Select the Administration module, and then select Operator Audit Log Extract 
(under Daily Administration). 
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2. Check both boxes for Include PM and Include EMR. Choose your Search Date by Clicking 
on the calendar (this will vary by day). The Operator should be set to All. The Extract From 
option should be set to your group. Click Extract Log. 
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Downloading from CareTracker 
  
Note: Please allow time for the report to run before attempting to download. 
  
1. Select the Administration module, and then select Operator Audit Log Extract (under 
Daily Administration). 
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2. Click on the Published Extracts tab. 

3. Find the report with the Log Date that you need. Click on the       button to download 
the file. 

4. Click On the      icon next to Save. Select Save as. 

5. Choose a folder where you would like to store the file. Click Save. 



 
Use drop down to select the operator.    
 
   
 
  Leave Type to “Show All:” 

Enter Date 
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Run the Operator Activity Report  
on Optum CareTracker  



Copying & Pasting Your Data into Excel 
Spreadsheet 

• When report is shown on screen follow these steps: 
1. Hold down CTRL key and press A (all)- the entire screen will turn 

color. 

2. Hold down CTRL key (again) and press the letter “c” (copy) 

3. Open an Excel spreadsheet 

4. Place you cursor in the top left corner (Column A, Row 1) and Hold 
down CTRL key (again) and press the letter “v” key.  This will paste 
the data copied into the spreadsheet. 

5. Enter the operator name for Sheet 1.   

• Repeat steps 1-5 for 2nd operator 
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Sample of  CareTracker Operator Activity  
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How To Paste & Print Document To Excel 
Worksheet 

• Open Excel document. 

 

• Place your cursor in Column A Row 1 and press Control V.  The copied Operator log will now appear on the 
sheet. 

– Note: Some columns may show ##### symbol. 

• To Open ALL columns simultaneously place your cursor in the upper left hand box (see example) and 
double click your mouse (the screen will turn blue). 

. 

 
 

• While the screen is still blue hover your mouse in the top row until it changes shape to a cross (†).  Double 
click your mouse.  All columns will automatically resize. 

 

• To Print your document select File> Print> Page Setup.  When the Page setup screen appears you will need 
to change: Orientation to Landscape & Scaling to Fit  1 to 199, click OK.   
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Sample Excel Worksheet 
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  1 

2 

3 
 

4 
 

5 
 

To Print your document select File> Print> Page Setup.  When the Page setup screen 
appears you will need to change: Orientation to Landscape & Scaling to Fit  1 to 199, 
click OK.   
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Printing the Excel Report 

 



  
How to Perform the Audit (on the report) 

• For each line on the log: 
–  Verify that the operator worked on the date and time indicated in the date and time 

columns. 

• Go to “Time and Attendance”, verify operator worked dates and times on report day. See 

“Verifying Operator Hours” slide 

– Verify that the operator had authority to view the patient/group listed. (Is 
this a task assigned/expected “Security Role” of this staff person?) 

– Verify that the operator had reason and authority to perform the task 
listed in “Comments”. (Is there a reason why operator was doing this 
task?) 

 

• Any “No” response would need to be reported along with the 
log, to the Privacy Officer, and Systems Management Security 
Officer,  and any incident would be reported on the form “SF-
1090” 
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Verifying Operator Hours 

To verify that an employee or operator was on duty at the time they appear on 
the log, you may use ADP Time & Attendance: 

 

 

 

1. Log On to ADP Time & Attendance System  

2. Scroll over the “Time & Attendance” Tab, a drop down menu will appear  

3. Click on “Timecards”  

4. Click the link “Timecard Manager”  
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5. Type and then select the employee’s last name into the “Find” field, their timecard 
will pull up  

6. Select User Defined Date Range from the “Pay Date Range” drop down menu  

7. Enter the date you are looking for in both the first and second date fields  

8. Click Find  

9. The hours they were clocked in will appear for you to verify. 

Verifying Operator Hours (cont.) 
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After completing 
your audit, you 
will create an 
Audit Report.  

 

Download the 
Audit Report 
form, go to 
ArgusLink. 

 

18 

Create Your Audit Report 



If the Auditor finds 
any “unsual” activity 
on the 
Operator/User being 
audited, it is 
required to fill out 
the FORM SF-1090. 

 

Download FORM  

SF-1090, go to 
ArgusLink. 
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FOR ANY INCIDENT: Fill Out FORM SF-1090 



20 

Send Audit Report & Attachments to Argus 

• The Audit Report packet includes the following: 
1. The Audit Report, completely filled out. (see page 14) 

2. Operator Activity Report on the excel format, printed and with your 
signature on each page. (see page 9) 

3. ONLY IF ANY INCIDENT, add the FORM SF-1090, completely filled 
out. (see page 15) 

 

• Send the Audit Report Packet to Argus: 
1. Put 1, 2 and 3 (if applicable) together and enclose in a secure and 

sealed envelope. 

2. Put under ATTENTION: Peachy Paulino, Security Official Team 
Member. 

 

 

 



21 

VIEW Audit Report on eBridge 

To view or 
access your 
Audit Reports, 
go to ArgusLink. 

 

Click the eBridge 
icon. 

 

You will be given 
a Username and 
Password on 
eBridge.   

 

Contact 
HelpDesk for any 
issues on your 
login. 
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VIEW Audit Report on eBridge (cont.) 

When you login to eBridge  click RETRIEVE tab  you will see this screen 

Select: INTERNAL AUDIT 

Select: OPERATOR ACTIVITY LOG on Optum 



QUESTIONS? 
Contact the Security Official Team 
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Linda Grow – 1.562.299.5203, lgrow@argusmso.com 
 
Vivian Bigam – 1.562.299.5220, vbigam@argusmso.com 
 
Peachy Paulino – 1.562.299.5252, ppaulino@argusmso.com 


